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DETAILED ACTION 

1 . Pursuant to USC 131, claims 1 - 1 6 are presented for examination. 

Priority 

2. Receipt is acknowledged of papers submitted under 35 U.S.C. 1 19(a)-(d), which papers 
have been placed of record in the file. 

Information Disclosure Statement 

2.1 The information disclosure statement (IDS) submitted on 1 1/25/2003 and 2/14/2005 has 
been reviewed by the Examiner. 

Claim Rejections - 35 USC § 112 

3. The following is a quotation of the second paragraph of 35 U.S.C. 1 12: 

The specification shall conclude with one or more claims particularly pointing out and 
distinctly claiming the subject matter, which the applicant regards as his invention. 

Claims 2, 8, 9, 10, and the intervening claims are rejected under 35 U.S.C. 1 12, second 

paragraph, as being indefinite for failing to particularly point out and distinctly claim the subject 

matter which applicant regards as the invention. 

3.1 Regarding claims 2, 8, and 9 the claims recite the limitation "acquiring the encryption 
key". However, different encryption keys are cited and it is not clear which encryption key is 
being claimed. There is insufficient antecedent basis for this limitation in the claim. 



Application/Control Number: 10/723,124 Page 3 

Art Unit: 2136 

Regarding claim 10, the claim recites "said second transmitting unit". There is 
insufficient antecedent basis for this limitation in the claim. 

Claim Rejections - 35 USC § 102 
4. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the 
basis for the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign 
country or in public use or on sale in this country, more than one year prior to the date of 
application for patent in the United States. 

Claims 1-11 and 14-16 are rejected under 35 U.S.C. 102(b) as being anticipated by 
Japanese Patent Publication 1 1-196081 published on (July 21, 1999) to Anzai. 

As per claim 1 , Anzai discloses in a system for performing encryption communications 
using a common key updated at a predetermined timing between a key transmitting device and a 
key receiving device, a common key encryption communication system comprising: a key 
transmitting device (sending station) including first retaining unit (storage means in sending 
station) retaining a most-updated encryption key (reserve key or new key) and a one-generation- 
anterior encryption key (cryptographic key) as the above common keys (see page 4, paragraph 
23), and Anzai discloses means for using the cryptographic key (one-generation-anterior 
encryption key) for encrypting data for delivery or transmission that meets the recitation of a 
first setting unit setting a one-generation-anterior encryption key for transmission (see page 3, 
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paragraph 20). Anzai also discloses common key cryptography used for encryption/decryption 
(see page 1, paragraph 1 and page 2, paragraph 17) and further discloses (page 2, paragraph 24 
and claim 2) that the sending station has means for decrypting encryption data from the receiving 
station using the cryptography key; the reserve key is also used for encryption/decryption 
because after updating, the reserve key is made into a new key (see page 3, paragraph 20) that 
meets the recitation of setting a most-updated encryption key (reserve key or new key) and a 
one-generation-anterior encryption key (cryptographic key) for receipt, respectively, and the 
above key receiving device (receiving station) including second retaining unit (storage means in 
receiving station) retaining a most-updated encryption key (reserve key) and a one-generation- 
anterior encryption key (previous decode key) as the above common keys, (see page 4, paragraph 
23); and Anzai discloses common key cryptography used for encryption/decryption (see page 1, 
paragraph 1 page 4, paragraph 23), Anzai also discloses means for using the reserve key (most- 
updated encryption key) as a new decode key and the decode key may be used for encrypting 
data for delivery or transmission that meets the recitation of a second setting unit setting a most- 
updated encryption key for transmission (see page 4, paragraphs 23-24), Anzai further discloses 
(page 4, paragraph 24 and claim 2) that the receiving station has means for decrypting encryption 
data from the sending station using the decode key; the reserve key is also used for 
encryption/decryption because after updating, the reserve key is made into a new decode key 
(see page 3, paragraph 23) that meets the recitation of a most-updated encryption key and a one- 
generation-anterior key for receipt, respectively. 
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As per claim 2, Anzai discloses updating and storing the cryptographic key making the 
reserve key becoming a new cryptographic key and further discloses a reserve key acquired 
becomes the new reserve key into a new reserve key (see page 8, paragraphs 58-62) that meets 
the recitation of wherein the above key transmitting device further includes acquisition unit 
acquiring the encryption key, the above first retaining unit updates and retains the above most- 
updated encryption key (reserve key) as the one-generation-anterior encryption key and the 
encryption key acquired by the above acquisition unit as the most-updated encryption key, 
respectively, and further discloses the keys after updating are set for transmission and receipt in 
the sending station as explained in the rejection of claim 1 above (see pages 3-4, paragraphs 22- 
24) that meets the recitation of the above first setting unit re-sets the one-generation-anterior 
encryption key for transmission, and the most-updated encryption key and the one-generation- 
anterior encryption key for receipt respectively on the basis of the retained key after being 
updated by the above first retaining unit. 

As per claim 3, Anzai discloses the limitation of wherein the above key transmitting 
device includes generation unit generating the encryption key, and the above acquisition unit 
acquires the encryption key generated by the above generation unit (see page 8, paragraphs 60- 
61). 

As per claim 4, Anzai discloses the limitation of wherein the above key transmitting 
device further includes first transmitting unit transmitting the encryption key acquired by the 
above acquisition unit to the key receiving device (see page 8, paragraphs 62-63). 
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As per claim 5, Anzai discloses wherein the above key receiving device further includes 
second receiving unit receiving the encryption key transmitted from the above key transmitting 
device (see page 8, paragraphs 70-71), Anzai discloses updating and storing the reserve key 
making the reserve key becoming a new decode key and further discloses a reserve key acquired 
becomes the new reserve key into a new reserve key (see page 8, paragraphs 70-73) that meets 
the recitation of in case the above second receiving unit receives the encryption key, the above 
second retaining unit respectively updates and retains the above most-updated encryption key as 
the one-generation-anterior encryption key and the encryption key received by the above second 
receiving unit as the most-updated encryption key, and further discloses the keys after updating 
are set for transmission and receipt in the receiving station as explained in the rejection of claim 
1 above (see pages 3-4, paragraphs 22-24) that meets the recitation of the above second setting 
unit respectively re-sets the most-updated encryption key for transmission, and the most-updated 
encryption key and the one-generation-anterior encryption key for receipt on the basis of the 
retained key after being updated by the above second retaining unit. 

As per claim 6, Anzai discloses the limitation of wherein the above key receiving device 
includes second transmitting unit transmitting a predetermined message to the key transmitting 
device, and the above key transmitting device includes first receiving unit receiving the 
predetermined message transmitted from the above key receiving device (see page 4, paragraph 
24). 
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As per claim 7, Anzai discloses the limitation of wherein the above first and second 
retaining unit respectively retain the initialization key (see page 8, paragraphs 58 and 68 and see 
page 9, paragraphs 78 and 85). 

As per claim 8, Anzai discloses combining the conventional system with the invention, 
the conventional system wherein an updating demand is performed to update from the receiving 
station to the sending station (see pages 1-2, paragraphs 3 and 9) that meets the recitation of 
wherein the above key receiving device transmits a key initialization request message as the 
above predetermined message at a predetermined timing, in case the above key transmitting 
device receives the key initialization request message transmitted from the above key receiving 
device; and further discloses the above acquisition unit acquires the encryption key, and the 
above first retaining unit respectively updates and retains the common initialization key as the 
one-generation-anterior encryption key and the encryption key acquired by the above acquisition 
unit as the most-updated encryption key (see page 8, paragraphs 58-62). 

As per claim 9, Anzai discloses combining the conventional system with the invention, 
the conventional system wherein an updating demand is performed to update from the receiving 
station to the sending station (see pages 1-2, paragraphs 3 and 9) that meets the recitation of 
wherein the above key receiving device transmits a key update request message as the above 
predetermined message at a predetermined timing, in case the above key transmitting device 
receives a key update request message transmitted from the above key receiving device; and 
further discloses the above acquisition unit acquires the encryption key, and the above first 
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retaining unit respectively updates and retains the above common initialization key as the one- 
generation-anterior encryption key and the encryption key acquired by the above acquisition unit 
as the most-updated encryption key (see page 8, paragraphs 70-73). 

As per claim 10, Anzai discloses wherein the above key receiving device includes unit 
determining a key update timing (see claim 4), and said second transmitting unit, in the case of 
reaching the key update timing, transmits the key update request message to the key transmitting 
device (see page 1, paragraph 3). 

As per claim 1 1, Anzai discloses wherein the above key transmitting device includes unit 
determining a key update timing, and said first transmitting unit, in the case of reaching the key 
update timing, transmits the encryption key acquired by the above acquisition unit to the key 
receiving device (see page 8, paragraphs 56-59). 

As per claim 14, Anzai discloses in a key transmitting device performing encryption 
communications using a common key updated at a predetermined timing with a key receiving 
device, a key transmitting device comprising retaining unit (storage means in sending station^ 
retaining a most-updated encryption key (reserve key or new key) and a one-generation-anterior 
encryption key (cryptographic key) as the above common keys (see page 4, paragraph 23), and 
Anzai discloses means for using the cryptographic key (one-generation-anterior encryption key) 
for encrypting data for delivery or transmission that meets the recitation of setting unit 
respectively setting a one-generation-anterior encryption key for transmission (see page 3, 
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paragraph 20). Anzai also discloses common key cryptography used for encryption/decryption 
(see page 1, paragraph 1 and page 2, paragraph 17) and further discloses (page 2, paragraph 24 
and claim 2) that the sending station has means for decrypting encryption data from the receiving 
station using the cryptography key; the reserve key is also used for encryption/decryption 
because after updating, the reserve key is made into a new key (see page 3, paragraph 20) that 
meets the recitation of setting a most-updated encryption key (reserve key or new key) and a 
one-generation-anterior encryption key (cryptographic key) for receipt. 

As per claim 15, Anzai discloses in a key receiving device performing encryption 
communications using a common key updated at a predetermined timing with a key transmitting 
device, a key receiving device comprising retaining unit (storage means in receiving station) 
retaining a most-updated encryption key (reserve key) and a one-generation-anterior encryption 
key (previous decode key) as the above common keys, (see page 4, paragraph 23); and Anzai 
discloses common key cryptography used for encryption/decryption (see page 1, paragraph 1 
page 4, paragraph 23), Anzai also discloses means for using the reserve key (most-updated 
encryption key) as a new decode key and the decode key may be used for encrypting data for 
delivery or transmission that meets the recitation of setting unit setting a most-updated 
encryption key for transmission (see page 4, paragraphs 23-24), Anzai further discloses (page 4, 
paragraph 24 and claim 2) that the receiving station has means for decrypting encryption data 
from the sending station using the decode key; the reserve key is also used for 
encryption/decryption because after updating, the reserve key is made into a new decode key 
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(see page 3, paragraph 23) that meets the recitation of a most-updated encryption key and a one- 
generation-anterior key for receipt, respectively. 

As per claim 16, Anzai discloses in a method of performing encryption communications 
using a common key updated at a predetermined timing between a key transmitting device and a 
key receiving device, a common key encryption communication method characterized in that the 
key transmitting device (sending station) retains a most-updated encryption key (reserve key or 
new key) and a one-generation-anterior encryption key (cryptographic key) as the above 
common keys, (see page 4, paragraph 23), and Anzai discloses means for using the cryptographic 
key (one-generation-anterior encryption key) for encrypting data for delivery or transmission. 
Anzai also discloses common key cryptography used for encryption/decryption (see page 1, 
paragraph 1 and page 2, paragraph 17) that meets the recitation of sets respectively the one- 
generation-anterior encryption key for transmission and for receipt, and the above key receiving 
device (receiving station) retains the most-updated encryption key 

(reserve key) and the one-generation-anterior encryption key (previous decode key) as the above 
common keys, (see page 4, paragraph 23); and Anzai discloses common key cryptography used 
for encryption/decryption (see page 1, paragraph 1 page 4, paragraph 23), Anzai also discloses 
means for using the reserve key (most-updated encryption key) as a new decode key and the 
decode key may be used for encrypting data for delivery or transmission that meets the recitation 
of and sets respectively the most-updated encryption key for transmission (see page 4, 
paragraphs 23-24), Anzai further discloses (page 4, paragraph 24 and claim 2) that the receiving 
station has means for decrypting encryption data from the sending station using the decode key; 
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the reserve key is also used for encryption/decryption because after updating, the reserve key is 
made into a new decode key (see page 3, paragraph 23) that meets the recitation of a most- 
updated encryption key and a one-generation-anterior key for receipt. 

Claim Rejections - 35 USC § 103 
5. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or 
described as set forth in section 102 of this title, if the differences between the subject matter 
sought to be patented and the prior art are such that the subject matter as a whole would have 
been obvious at the time the invention was made to a person having ordinary skill in the art to 
which said subject matter pertains. Patentability shall not be negatived by the manner in which 
the invention was made. 

Claim 12 is rejected under 35 U.S.C. 103(a) as being unpatentable over Japanese Patent 
Publication 1 1-196081 published on (July 21, 1999) to Anzai in view of US Patent 7,024,553 to 
Morimoto. 

As per claim 12, Anzai substantially teaches the claimed system of claim 4. Anzai 
further discloses in drawing 4 in combination with paragraphs 65-67, restarting the process 
wherein received data have been sent as an input if not equal. Anzai is silent about the request is 
resent to the transmitting device. It is apparent that received data may have been sent (paragraph 
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65) as an updating demand by the receiving device as suggested in paragraph 3. Morimoto in an 
analogous art teaches key request message between two devices for authentication purpose (see 
column 10, lines 45-56) and further discloses key resending request message at a predetermined 
timing to provide for compatibility of high management performance and high information 
confidentiality (see column 12, lines 4-44) (see also column 14, lines 5-12 and figure 5). 
Therefore, it would have been obvious to one of ordinary skill in the art at the time the invention 
was made to modify the system of Anzai to include key notification message as taught by 
Morimoto so as to verify the party making the request and key synchronization can take place 
when there is lack of coincidence (see Morimoto column 13, lines 24-37). 

6. Claim 13 is rejected under 35 U.S.C. 103(a) as being unpatentable over Japanese Patent 
Publication 1 1-196081 published on (July 21, 1999) to Anzai. 

As per claim 13, Anzai substantially teaches the claimed system of claim 4. Anzai also 
discloses initialization value to update keys (see paragraph 78). Anzai discloses discarding the 
previous key (see paragraphs 80 and 82), but is silent about retaining none of the keys. It is a 
well-known practice in the art that keys may be discarded after use to prevent tampering. 
Therefore, it would have been obvious to one of ordinary skill in the art at the time the invention 
was made to modify the system of Anzai to retain none of the keys because updating would be 
able to perform from initialization key value while none of the keys would be retained to prevent 
tampering. 
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Conclusion 

7. The prior art made of record and not relied upon is considered pertinent to applicant's 
disclosure as the prior art discloses key synchronization and key update. (See PTO-form 892). 

7. 1 Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Carl Colin whose telephone number is 571-272-3862. The 
examiner can normally be reached on Monday through Thursday, 8:00-6:30 PM. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Nasser G. Moazzami can be reached on 571-272-4195. The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would 
like assistance from a USPTO Customer Service Representative or access to the automated 
information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/Carl Colin/ 

Patent Examiner, A.U. 2136 
June 5, 2007 



